EAAHNIKH AHMOKPATIA

OPI'ANIEMOX I'EQPI'TKQN AXDAAIZEQN Abnva, 13-10- 2014
AIOIKHXH

T'ENIKH A/NZH AIOIKHTIKHX YITOXTHPIEHX Ap9. IIpwt. 51338
KAAAOX A" OIKONOMIKQN YITHPEXIQN

TMHMA A3 EIIIMEAHTEIAZ KAI AATTANQN Ap. TIEE: 2/2014

Tay. Alvon: Iatociov 30 - 10170A07va
[Mnpogopieg: Av. ZkovpTovudtn

Tni: 213-1519-254

Fax: 210- 3845685

IMPOXKAHXH EKAHAQXHY ENAITA®EPONTOX
I'TA THN ANANEQXH TOY AOT'IXMIKOY AYO XYXKEYQN
FIREWALL TOY OT'A (CISCO - ASA 5510)

O OPTANIEMOX I'EQPTIKON AXDAAIZEQN (OT'A) mpoxeipévon va Stoo@oricet
TNV OKEPALOTNTA TOV NAEKTPOVIKAOV OEOOUEVMOV TOV KOl TV TPOCSTOCIO TOVS OO TUYOV
e€mTepKEg EMBETELS, £XOVTOC VTTOY:

1. T dwtdéerg 0mmg 1ovovv:

1.1. Tov N. 4169/61 QEK 81/A/1961) nepi I'ewpywkdv Kowwvikdv Acearicewmv
(apbpa 14 xou 15).

1.2. Tov N. 2362/95 @EK 247/A/1995) d&lepi Anudoiov Aoyiotikod, EAEyyov twv
Aomavov tov Kpdtovg kot GAAEG daTdEetg».

1.3. Tov N. 2238/94 EK 151/A/1994)ap0po 35kar tov N.2198/94 OEK 43/A/1994),
GpOpo 24 map. 1 oyetikd pe TNV TOPAKPAETNOT POPOV EIGOINUATOG.

1.4. Tov IT.A. 118/07 ®EK 150/A/2007) Kavoviouodg Ipoundeidv tov Anpociov».

1.5. Too N. 3861/2010 ®EK 123/A/2010) <Evioyvon g O@avewng pHe TV
VIOYPEMTIKY] aVAPTNOT VOU®OV Kol TPAEE®V TOV KLUPEPYNTIKAOV, OLOIKNTIKOV Kot
AVTOSOIKNTIK®Y opydvev oto dwdiktvo “IIpoypoppo Awdysw” kot GAAeg
dlatdEerg».

1.6. Tov N. 3871/20109EK 141/A/2010) «Anpociovopikn dwoyeipion Kot evfovn».

1.7. Tov IT.LA. 113/2010 ®EK 194/A/2010) <AviAnyn VIOYPEDCEDY OO TOVG
AwotdKTeg».

1.8. Tov N. 4250/2014 ®EK 74/A/2014) Métpo Awokntikéc AmAOLOTEVGES —
Koartapynoeig, Zuyyovevoeig Nopkov Ilpochnov kot Yanpeosuwv tov Anpociov
Touéa — Tpomomoinon Awrdéewmv tov IIA. 318/1992 A" 161) ot Aowrég
pvouiceig».

2. Ta &yypago:

2.1. To op. mpwt. 514£2/29-7-2014 AAAM 14REQ002202667)Eionyntikod
Inueiopo tov KAdoov A” Owovopikov Yanpeoiov tov OTI'A pog 10 Atotkntikd
Zvppovito tov OT'A.

2.2. To opB. mpot. 31/16-6-2014 Ymnpeowokod Znueiopa tov KAddov IB’
Mnyavoypaenong e to onoio dwafipace oto Tunua A3 Empeinteiog & Aamoavaov
tov KAddov A" Owovopuk®dv Yanpeoidv PeAET OKOTIUOTNTOG Yol TV OVOVEDGCT
T0V Aoyiopkov Towv o (2) ovokevov CISCO — ASA 5510 firewalltov
Opyavicpo? e TplET GuvINPNO.

2.3. Tnv opf. mpwt. 1244/2014 AAAM 14REQ002210595)andépacn avainym
vroypémong tov Tunuatog A1l” Aoyietnpiov tov OI'A, n onoia kaToywpPNONKE pE
ap1f. 1244610 BifAio Eykpicewv kot Eviodov [TAnpoung g Ymmpeoiog.

2.4. Tnv apif. nmpwt. 1447/3/31-7-2014nd6@acn tov Atokntikod Zoppfoviiov tov OT'A.



25. To opB. mpwt. 44/7-10-2014 Ymnpeowkod EZnueiopa tov KAddov IB’
Mnyavoypdoenong pe 1o omoio evnuépwoe 1o Tunua A3" Empeinteiog & Aamnavaov
tov KAadov A" Owovopikdv Ymmpeoitodv 0Tt 0ev omatteitanl véo £yKpion amd T
I'evicy Tpoppateio Kowvovikov Acearicewv (ITKA) yio v avavéwon tov

Loyiopkow tev 600 (2) cvokevmv CISCO - ASA 5510.

HPOXKAAET YE EKAHAQYH ENAIAGEPONTOX

Kabe puokd/vopkd Tpdcmmo mov emBupel vo VTOPAAAEL Eyypapn TPOGPOPA YioL THV
avOVEOGT TOV LoYLopIKoY Tov 600 (2) cvokevdv CISCO - ASA 5510m¢ Kevrpiknig
Ymnpeoiag pe évtaén tovg 6€ cupPforaio cuvinpnong ddpketag tpidv (3) etdv.

‘Opor 01EvEPYELOS TPOGKANONE EKONAMONE EVOLAQEPOVTOC:

1. ®vowko avTikeipevo

EIAOX —IIEPIT'PA®H

A/A ] MMOXOTHTA
Yvokevn Firewall

CON-SU1-AS1A10K8

IPS SVC, AR NBD ASA5510-AlP10-K8

2. Méo® TOV GUYKEKPLPEVOL TOKETOV B0 TPEmEL va TPpocPEpovTar T €ENG:
a. Adpkela 10x00¢ TaKEToL: 3 XPOvia.

B. Exéxraom dwardpotog yo IPS Signature updates.

y. Enékroon dwardpatoc yio CISCO ASA Operating Software updates.
0. Yroompi&n Smartnetio tmv 8 X 5 X NBD.

3. Tpoémog devépyerag
Me anevBeiog avabeon VoTEPA OTO GLALOYT TPOCPOPOV.

4. TIpovmoroyropévn oamwavn

H ocvvolikn mpodmoloyiopévn damdvn avépyetal 6to mocd TV €61 YIMAO®MV gvpd
(6.000 €)un ovumeprroppavopivov ®ITA kot Oo KoAv@Oel amd TG TOTOOES GTOV
KAE 712301rov ITpotmoroyiopot tov OT'A yia to otkovopukd £tog 2014,mov emapiodv
Yo TV KdAvymn g mioTtmong mov deouevdnke pe v opd. tpwt. 1244/201dandéeoon
avaANYT VIOYPEDCTC.

5. [Ipoo@epopevn Tipn — KPaTGEG

A. Ty pe kpatnoelg yopic OITA.

B. O ®ITA mov emBoapivel TNV TPOSOEPOUEVT TILT.

I'. Tym ocvureprrapfovouévon OITA.

O vopeg kpatnoelg ent g a&iag g mpoundetag, Kabdg Kol Tov avaAOYOUVTOG €T
AVTAOV XOPTOCHLOV BaphHvovv Tov TpoundevuTy.

6. Kprtpro kataxkvpoong
XounAdtepn Tun.
H tyn pe kpatioeig yopic OITA Ba Anebel vdyn yio T GVYKPIOT TOV TPOGPOPDV.



7. Xopfaon
®a vroypaetl supPacn petah Tov OI'A kot Tov TpounBevTy.

8. Tomog mapadoocnc/vrhomoinens VAN PEGLOV
Kevtpwn Yanpeoio OI'A, Iamociov 30 - 10170 A6nva,
KAadoc IB” Mnyavoypaenong, 7°° dpogog, ypoapeio 717.

9. Tpoémog TAnpouNS

H minpopn Ba yiver pe v e£69pAnon tov 100%tn¢ cvpfotikng aliag LETA TV OPIOTIKY|
naporofr] oand v appodie Enttporn Haparapfodv tov OTA.

H apopn tov petoddt Ba emPapuviel amd v mopakpdnon eOpov E1600MNUATOS, 0TS
TPOPAETETOL A0 TIC IGYVOVCES OAUTAEELS.

10. Tpémog vrofoing TPocPOPAOV

Ot mpoopopég vroPdirovtar oto Tunua A3 EmpeAinteioc & Aomavév tov OI'A
(Motnoiowv 30 - 10170 -Abfva, ypageio 507, 5° 6pogoc) N anoctélhoviar amd TOVG
EVOLOPEPOLEVOVE GTNV TTOPOTAV® devBuvon LEoa 6E GEPAYIGUEVO PAKEAO.

210 drelo kBe TPOGPOPES TPEMEL VA AVOYPAOOVTAL EVKPIVAC:
1. H évoeign «[IPOX®OPA T'TA THN ANANEQXH AOI'IEMIKOY TOQN AYO (2)
YYXKEYQN FIREWALL TOY OI'A».
2. 0 op1Bpudg 2/2014tnc npdckAnomng EKONAMONG EVOLOPEPOVTOG,.
3. O mpn¢ tithog g apurodiag Yrmpeoiog mov dievepyet tnv mpouneta.
4. To ototyeia Tov amootoréa, ONA. emwvupio, AOM, tayvdpopukn devBvveon, aptBud
MAEQE®VOL, apBud tAsopototuriog (fax) ko niextpovikr dievbvvon (e-mail).

O pdkehog kbBe mposopdc Ba mepitEyet eml TOVY) AMOKAEIGLLOV:

A. Yrev0ovn dnqilmon g map. 4 tov apBpov 8 tov N. 1599/1986 A" 75), onwmg
EKAOTOTE 10YVEL, GTNV omoio B avaypaeovtal To oTotyeio TS TPOGKANONG EKONAMOTG
eVOlPEPOVTOG Kol otV omoio Bo dnAmvetor 6t uéypt ko v nuépa VIOBoANg g
TPOGPOPAG TOVG Ol TPOGPEPOVTEC:

I. Agv &ouv KOTAOIKAGTEL [E QUETAKANTN amdPacn Yo KAmolo adiknuo omd To
avoeepouevo oty mepintwon (1) tov €dag. o ¢ mop. 2 tov apb. 6 tov TIA
118/07.

ii. Eivolr evquepol ®¢ mPog TIG VIOYPEMOEI; TOVG TOV OPOPOVV TIG EIOPOPES
KOW®OVIKNG ac@along (KOplog Kol €TKOVPIKNG) KoL WG TPOS TIG POPOAOYIKES
VITOYPEDGELS TOVG.

lil. Agv TEAOVV GE MTMOYELON, OVOYKOOTIKN SloXeiplon, Ko ekkabapion Tov K.v.
2190/1920M ek ekkobdpion tov v. 1892/19901 ot dwadikacio kRpLENG
TTOYEVONG N AVAYKOOTIKNG dtoxeiptong 1 vd dwdikacio €KS0oNG AmdEUoNS
KOG 1 E101KNG EKKABAPIONS TV OVOTEP® VOUOOETNUATOV.

IV. Agv gival £évoyotl Gofopmv Yevdmdv SNAOGEWDV.

V. Agv 1eh00V 6€ OmOKAEIGUO OO Sry®VICHOVS LE BAon apeTakANT amd@acT TOV
Ynrovpyod Avantuéng kotd ta apbpa 18, 34xor 39 tov I1.A. 118/07«katd tnv

nUepounvia VITOPOANG TG TPOSPOPAS TOVG.

B. Ta voppomomtikd £yypoaea xébe mpocseépovtog, 6mwg 10 PEK {dpvong kot ot
tpomomomoel; tov (yio AE xou EIIE), emxvpopévo avtiypago 1 0mOGTOCUN TOV
KOTOGTATIKOD TOL Slary®VILOUEVOL KOl TOV €YYPAPV Tpomomomoemy Tov (Y OF kot
EE), otoyseio kot éyypaga amd to omoia mpémel vo. mpokvmTovv o IIpdedpoc Kot
AtevBivev Zoppoviog AE, ta vréAowma Tpdcona Tov £XouV dtkaimpa vo, SeGUEHOLV pE
TNV LTOYPAPY] TOVS TO VOUKO TPOCMOTO KOl T £YYPAP TNG VOULLOTOINCNS OVTAOV, 0V

3



oVTO OEV TTPOKLATEL EVOEMG OO TO KATOOTATIKO OVOAOY®G UE TN VOMUKN HOPON TOV
ETALPEIDV 1] KAOE GALOL VOUIKOD TPOCHTOV.

H xoatédBeon g mpooeopdc cvvemdyetal €k UEPOVS TV TPOCOEPOVIOV TNV TANPN
amodoYN TOV OP®V TNG TOPOVCOG.

H mapovca mpdoxinomn avoptdatar otnv 1otoceridoa tov OI'A www.0ga.gr Kot o6to
www.promitheus.gov.gr

11.T1poBeopia vrofoig mpocspop®dv coc v Tpitn 21/10/20140pa 2.00p.p.

Yrenbuvoc emkowvmvios Yo SIEVKPVIGELC TEYVIKNE QUGTC:
K. Xprotomovrog loavvng, mi. 213-1519-125.

O Avaminpotg [Ipoictapevog tov
KAdoov A" Owkovopukmv Ynpeoiov

lodvvng Mvimvaxng

Ecotepiki Avavopn:

- I'poppoteio Aloiknong

- TIpogelo k. Yrodiownt

- Tevikn Alvon Aowntikng Yrnootpiéng
- Tevikn Alvon Acediiong

- K\adog IB” Mnyavoypdoenong




